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Experiment 



Acquire sim reader 

Acquire quantity of used sim cards 

Read, Export SMS and Phonebook 

Analyze 
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Simple assemble your self kit from Adafruit 
Industries = $17 (http://www.ladyada.net) 

FTDI serial to USB cable = $15 





v 
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Other options? 



Since I've done this there are many more 
simcard readers available on the cheap. 

Does anyone have any suggestions? 



I have explored a few others at very reasonable 
cost 
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pySimReader 



A project taken 
over (apparently) 
by Ladyada 

Easy to use, but 
crashes a lot! 



o^>o 



pySIM 



C 



Connect reader 



c 



Phonebook 






SMS 



C 



Quit 



) 



j 



) 



A 
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Commercial options ? 



Dekart simcard reader software works like a 
champ! 

Unfortunately, the cost is quite prohibitive 

- but, displays MUCH more information out of 
the box... 

- ...more on that later 
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Sims 



E-bay is your friend! 
Ask your local cell store... 

- One male with box full, no eye contact 

- One female with none, friendly, took 
number 

- Perfect opportunity to practice social 
engineering/coercion 
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Authentication? 



Wholesale Lot! 

100 USED 






assorted SIM CARDS 
Dealers only 







Click to uiew supersized image 
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Authentication? 






Wholesale Lot! 

100 USED 









assorted SIM CARDS 
Dealers only 








Click to uiew supersized image 
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Authentication ! 



Your purchase will be shipped by PayPal Shipping with U.S. Postal Service® 
Your invoice for eBay purchases: Wholesale Lot* 100 USED assorted SIM CA.. 
You won this item on eBay. Wholesale Lot! 100 USED assorted SIM CARDS D. 
Your eBay bid is confirmed: Wholesale Lot! 100 USED assorted SIM CARDS .. 



September ^, 200S 
September 1, 2003 
September 1, 2008 
September 1, 200S 



3:29 A V 
6:30 PM 
5:23 PV 
5:22 PV 






Wholesale Lot! 



100 USED 

assorted SIM CARDS 

Dealers only 




Click to view supersized image 
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Authentication ! 



Your purchase will be shipped by PayPal Shipping with U.S. Postal Service® 
Your invoice for eBay purchases: Wholesale Lot* 100 USED assorted SIM CA.. 
You won this item on eBay. Wholesale Lot! 100 USED assorted SIM CARDS D. 
Your eBay bid is confirmed: Wholesale Lot! 100 USED assorted SIM CARDS .. 



September ^, 200S 
September 1, 2003 
September 1, 2008 
September 1, 200S 



3:29 A V 
6:30 PM 
5:23 PV 
5:22 PV 






Wholesale Lot! 



100 USED 

assorted Sir^ARDS 

Deala^Hily 




Click to view supersized image 
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Success ! 
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Insert simcard, connect to laptop, connect to 
software, read, export 

Lather, Rinse Repeat.... 

Lets see what I found 
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These results are mostly un-sanitized 

Do the right thing 

- Lets not start harassing folks 
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YA 



Thu Mar 


21 


21:51:27 2002, -^■.74040053, +639170000116, HI DAVE! IS WAYNE GOING 2 CALL ME S00N7710NKS.LUV YA 






Sun Mar 


24 


20:24:00 2002, -^H. 74040053, +639170000116, W£JG: I LL NEED AFTER SALES SERVICE COM WHEN I MEET PLDT SOON. I 


DONT HAVE ACCESS 2 




INTERNE1 
Tue Mar 


"TILL MON MORN. MEL^B WITH ED F. OF MULTIFOLD TUES.LUV YA 
26 22:56:27 2002,-^^.74040053, +639170000116, HI DAVE, W£G : WILL I GET BROCHURES WITH LETTER & WS BUS CARD7PLS 






# "Name" , Number 




Tue Mar 


26 


23:11:51 2002, -^■.74040053, +639170000116, HI DAVE ,W£C: WILL I GET BROCHURES WITH LETTER & WS BUS CARD7PLS 


"ANDY R", 4164320 


6 


Wed Mar 


27 


00:29:43 2002, -^M.74040053, +639170000116, HI ACKNLGMENT7U GONNA GET IT THEN I GET THERE. CALLEM IF ITS UR 


"BRENDA", 1905697 


43 


YAPLS 




■ 


"COMPOWER", 41629 


088 


Wed Apr 


3 


22:21:59 2002, -^■.74040053, +639170000116, W£JG: I HVE MEETING 2M0R0 WITH OP COMM.PLS ADVICE.LUV YA 


"EDGE", 416870334 




Wed Apr 


10 


02:28:09 20O2,-^H.74040053, +639170000116, WAYNE. PLS CALL ME.LUU YA 


"GARBETH", 905436 


53 


Fri Apr 


12 


07:52:46 2002,-^.8937286, +15149931123, HI DAVE! IM BACK, LUV YA 


"HOME", 905619908 
"JAMIE CELL", 905 


75856 














"JIM", 90542651S5 










"MICHELLE CEL",4 


4026893 








"MICHELLE W0R",4 


3453420 








"MIKE", 416438709 
"NEIL", 416895336 
















"R0Y",H8937286 










"SANDY WORK", 416 


52531 








"SANDYMOM", 41646 


775 








"SBOY", 905683333 








Unknown FIDO Card Contents 


"SHEILA", 9054278 
"TIMEHRI ",416335 
"TONY 0", 4165739 
"URSULA", 9056864 
"WAYNE", 41642744 


3 

13 
2 
3 
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YA 



Thu Mar 21 21 
Sun Mar 24 20 
INTERNET TILL 
Tue Mar 26 22 
Tue Mar 26 23 
Wed Mar 27 00 
YAPL5 

Wed Apr 3 22 
Wed Apr 10 02 
Fri Apr 12 07 



51:27 2002,- 
24:00 2002,- 
HON MORN.MEfi 
B6:27 2002,- 
11:51 2002,- 
29:43 2002,- 

21:59 2002,- 
28:09 2002,- 
52:46 2002,- 



1.74040053 

[74040053, 
WITH ED F 
1 74040053 f 
I 74040053 t 
1 74040053 f 

74040053, 
74040053, 
8937286,+ 



+639170000116, W£JG: I HVE MEETING 2M0R0 WITH OP COMM.PLS ADVICE. LUV YA 
+639170000116, WAYNE. PL3 CALL ME.LUU YA 
15149931123, HI DAVE! IM BACK, LUV YA 



+639170000116, HI DAVE! IS WAYNE GOING 2 CALL ME S00N7710NKS.LUV YA 

+639170000116, W£JG: I LL NEED AFTER SALES SERVICE COM WHEN I MEET PLDT SOON. I DONT HAVE ACCESS 2 

OF MULTIFOLD TUES.LUV YA 
+639170000116, HI DAVE,W£G:WILL I GET BROCHURES WITH LETTER & WS BUS CARD7PLS # "Name", Number 
+639170000116, HI DAVE,W£G:WILL I GET BROCHURES WITH LETTER & WS BUS CARD7PLS "ANDY R" ,4164320 
+639170000116, HI ACKNLGMENT7U GONNA GET IT THEN I GET THERE. CALLEM IF ITS UR "BRENDA" ,1905697 

"COMPOWER", 41629 
"EDGE", 416870334 
"GARBETH", 905436 
"HOME", 905619908 
"JAMIE CELL", 905 
"JIM", 90542651O5 
"MICHELLE CEL",4 
"MICHELLE W0R",4 
"MIKE", 416438709 
"NEIL", 416895336 
"R0Y",H8937286 
"SANDY WORK", 416 
"SANDYMOM", 41646 
"SBOY", 905683333 
"SHEILA", 9054278 
"TIMEHRI", 416335 
"TONY 0", 4165739 
"URSULA", 9056864 
"WAYNE", 41642744 



Source 



6 

43 

088 

53 

75856 

4026893 
3453420 



52531 
775 

3 

13 
2 
3 
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YA 



Thu Mar 21 21 
Sun Mar 24 20 
INTERNET TILL 
Tue Mar 26 22 
Tue Mar 26 23 
Wed Mar 27 00 
YAPL5 

Wed Apr 3 22 
Wed Apr 10 02 
Fri Apr 12 07 



51:27 2002,- 
24:00 2002,- 
HON MORN.MEfi 
B6:27 2002,- 
11:51 2002,- 
29:43 2002,- 

21:59 2002,- 
28:09 2002,- 
52:46 2002,- 



1.74040053 

[74040053, 
WITH ED F 
1 74040053 f 
I 74040053 t 
1 74040053 f 

74040053, 
74040053, 
8937286,+ 



+639170000116, W£JG: I HVE MEETi;,: 2M0R0 WITH OP COMM.PLS ADVICE.LUV YA 
+639170000116, WAYNE. PL3 CALL ME .1 LIl^ '4 
15149931123, HI DAVE! IM BACK, LU< 'A 



+639170000116, HI DAVE! IS WAYNE GOING 2 CALL ME SOON7710NKS.LUV YA 

+639170000116, W£JG: I LL NEED AFTER SALES SERVICE COM WHEN I MEET PLDT SOON. I DONT HAVE ACCESS 2 

OF MULTIFOLD TUES.LUV YA 
+639170000116, HI DAVE,W£G:WILL I GET BROCHURES WITH LETTER & WS BUS CARD7PLS # "Name", Number 
+639170000116, HI DAVE,W£G:WILL I GET BROCHURES WITH LETTER & WS BUS CARD7PLS "ANDY R" ,4164320 
+639170000116, HI ACKNLGMENT7U GONNA GET IT THEN I GET THERE. CALLEM IF ITS UR "BRENDA" ,1905697 

"COMPOWER", 41629 
"EDGE", 416870334 
"GARBETH", 905436 
"HOME", 905619908 
"JAMIE CELL", 905 
"JIM", 90542651O5 
"MICHELLE CEL",4 
"MICHELLE W0R",4 
"MIKE", 416438709 
"NEIL", 416895336 
"R0Y",H8937286 
"SANDY WORK", 416 
"SANDYMOM", 41646 
"SBOY", 905683333 
"SHEILA", 9054278 
"TIMEHRI", 416335 
"TONY 0", 4165739 
"URSULA", 9056864 
"WAYNE", 41642744 



Destination 



6 

43 

088 

53 

75856 

4026893 
3453420 



52531 
775 

3 

13 
2 
3 
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Thu Mar 21 21 
Sun Mar 24 20 
INTERNET TILL 
Tue Mar 26 22 
Tue Mar 26 23 
Wed Mar 27 00 
YAPL5 

Wed Apr 3 22 
Wed Apr 10 02 
Fri Apr 12 07 



51:27 2002,- 
24:00 2002,- 
MON MORN.MEfi 
B6:27 2002,- 
11:51 2002,- 
29:43 2002,- 

21:59 2002,- 
28:09 2002,- 
52:46 2002,- 



1.74040053 

[74040053, 
WITH ED F 
1 74040053 f 
I 74040053 t 
1 74040053 f 

74040053, 
74040053, 
8937286,+ 



+639170000116, W£JG: I HVE MEETING 2M0R0 WITH OP COMM.PLS ADVICE. LUV YA 
+639170000116, WAYNE. PL3 CALL ME.LUU YA 
15149931123, HI DAVE! IM BACK, LUV YA 



+639170000116, HI DAVE! IS WAYNE GOING 2 CALL ME S00N7710NKS.LUV YA 

+639170000116, W£JG: I LL NEED AFTER SALES SERVICE COM WHEN I MEET PLDT SOON. I DONT HAVE ACCESS 2 

OF MULTIFOLD TUES.LUV YA 
+639170000116, HI DAVE,W£G:WILL I GET BROCHURES WITH LETTER & WS BUS CARD7PLS # "Name", Number 
+639170000116, HI DAVE,W£G:WILL I GET BROCHURES WITH LETTER & WS BUS CARD7PLS "ANDY R" ,4164320 
+639170000116, HI ACKNLGMENT7U GONNA GET IT THEN I GET THERE. CALLEM IF ITS UR "BRENDA" ,1905697 

"COMPOWER", 41629 
"EDGE", 416870334 
"GARBETH", 905436 
"HOME", 905619908 
"JAMIE CELL", 905 
"JIM", 90542651O5 
"MICHELLE CEL",4 
"MICHELLE W0R",4 
"MIKE", 416438709 
"NEIL", 416895336 
"R0Y",H8937286 
"SANDY WORK", 416 
"SANDYMOM", 41646 
"SBOY", 905683333 
"SHEILA", 9054278 
"TIMEHRI", 416335 
"TONY 0", 4165739 
"URSULA", 9056864 
"WAYNE", 41642744 



Content 



6 

43 

088 

53 

75856 

4026893 
3453420 



52531 
775 

3 

13 
2 
3 
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With that information, we can make some 
interesting assumptions. 

Not that I think that it is wrong 

But, not everyone may know... 

What could we do with that info (as a black 
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kind 



No, not like that! 
Some interesting tastes 
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kind 



Fri 


OuL 


2 06:30:52 2004,+: 


Fri 


Jul 


2 00:33:03 2004,+: 


Fri 


Jul 


2 14:54:24 2004,+: 


Fri 


Jul 


2 14:53:14 2004,+: 


Fri 


Jul 


2 19:32:42 2004,+: 


Fri 


Jul 


2 19:35:59 2004,+: 



57409572, +12063130012, R u drunk? 

57409572, +16466220020, Okay have fun. Talk to u Later. 

53505599, +16466220020, Blunts and boobs. 

53505599, +16466220020, You gonna smoke with me after work 

57409572, +12063130012, How r u? 

57409572, +12063130012, Good. Im drivin from orlando back to cocoa. We r Listening to the doors 
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Fri 


OuL 


2 06:30:52 2004,+: 


Fri 


Jul 


2 00:33:03 2004,+: 


Fri 


Jul 


2 14:54:24 2004,+: 


Fri 


Jul 


2 14:53:14 2004,+: 


Fri 


Jul 


2 19:32:42 2004,+: 


Fri 


Jul 


2 19:35:59 2004,+: 



kind 



57409572, +12063130012, R u drunk? 

57409572, +16466220020, Okay have fun. Talk to u Later. 

53505599, +16466220020, Blunts and boobs. 

53505599, +16466220020, You gonna smoke with me after work 

57409572, +12063130012, How r u? 

57409572, +12063130012, Good. Im drivin from orlando back to cocoa. We r Listening to the doors 



Drinks, 
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Fri 


OuL 


2 06:30:52 2004,+ 


Fri 


Jul 


2 00:33:03 2004,+ 


Fri 


Jul 


2 14:54:24 2004,+ 


Fri 


Jul 


2 14:53:14 2004,+ 


Fri 


Jul 


2 19:32:42 2004,+ 


Fri 


Jul 


2 19:35:59 2004,+ 



kind 



57409572, +12063130012, R u drunk? 

57409572, +16466220020, Okay have fun. Talk to u Later. 

53505599, +16466220020, Blunts and boobs. 

53505599, +16466220020, You gonna smoke with me after work 

57409572, +12063130012, How r u? ^^^^^^^^^^ 

57409572, +12063130012, Good. Im drivin from orlando back to cocoa. We r Listening to the doors 



Drinks, 
Doors, 
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kind 



Fri 


OuL 


2 06:30:52 2004,+: 


Fri 


Jul 


2 00:33:03 2004,+: 


Fri 


Jul 


2 14:54:24 2004,+: 


Fri 


Jul 


2 14:53:14 2004,+: 


Fri 


Jul 


2 19:32:42 2004,+: 


Fri 


Jul 


2 19:35:59 2004,+: 



57409572, +12063130012, R u drunk? 

57409572, +16466220020, Okay have fun. Talk to u Later. 

53505599, +16466220020, Blunts and boobs ■ 

53505599, +16466220020, You gonna smoke with me after work 

57409572, +12063130012, How r u? ^^^^^^^^^^ 

57409572, +12063130012, Good. Im drivin from orlando back to cocoa. We r Listening to the doors 



Drinks, 
Doors, 
Blunts, 
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kind 



Fr 
Fr 
Fr 
Fr 
Fr 
Fr 



GuL 2 06:30:52 2004 ,+14057409572, +12063130012 ,R u drunk? 

GuL 2 00:33:03 2004, +14057409572, +16466220020, Okay have fun. Ta lk to u Later. 

GuL 2 14:54:24 2004, +14053505599, +16466220020, Blunts and boobs. 

GuL 2 14:53:14 2004, +14353505599, +16466220023, You gonna smoke with me after work 

GuL 2 19:32:42 2004, +14057409572, +12063130012, How r u? ^^^^^^^^^^ 

GuL 2 19:35:59 2004, +14057409572, +12063130012, Good. Im drivin from orlando back to cocoa. We r Listening to the doors 



Drinks, 
Doors, 
Blunts, 
Boobs! 




1ailblog.org 
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kind 



Thu 


Nov 


16 


12:12:23 


2006,1 


Thu 


Nov 


16 


12:20:03 


2006, 


Thu 


Nov 


16 


13:40:26 


2006, 


Thu 


Nov 


16 


13:55:09 


2006, 



7353S494,+14047259016,ILL make beanberrito bite your head off and spit it up your 

73533494, +14047259016, Yours smeLL Like my toes after work Lo L 

04006725 ,+14047259016 ,Wow . 

04006725, +14047259016, Think I'm pregnant 



hole 
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Thu 


Nov 


16 


12:12:23 


2006,1 


Thu 


Nov 


16 


12:20:03 


2006, 


Thu 


Nov 


16 


13:40:26 


2006, 


Thu 


Nov 


16 


13:55:09 


2006, 



kind 



7353S494,+14047259016,ILL make beanberrito bite your head off and spit it up your 

73533494, +14047259016, Yours smeLL Like my toes after work Lo L 

04006725 ,+14047259016 ,Wow . 

04006725, +14047259016, Think I'm pregnant 



hole 



Cooks, 
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Thu Nov 16 12:12:23 2006, 

Thu Nov 16 12:20:03 2006, 

Thu Nov 16 13:40:26 2006, 

Thu Nov 16 13:55:09 2006, 



kind 



7353S494,+14047259016,ILL make beanberrito bite your head off and spit it up your 

73533494, +14047259016, Yours smeLL Like my toes after work Lo L 

04006725 ,+14047259016 ,Wow . 

04006725, +14047259016, Think I'm pregnant 



hole 



Cooks, 

In to feet (kinky!) 
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kind 



Thu Nov 16 12:12:23 2006, 

Thu Nov 16 12:20:03 2006, 

Thu Nov 16 13:40:26 2006, 

Thu Nov 16 13:55:09 2006, 



7353S494,+14047259016,ILL make beanberrito bite your head off and spit it up your a 

73533494, +14047259016, Yours smeLL Like my toes after work Lo L 

04006725 ,+14047259016 ,Wow . 

04006725, +14047259016, Think I'm pregnant 



hole 



Cooks, 

In to feet (kinky!) 

Mouth like a truck driver, 
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kind 



Thu Nov 16 12:12:23 2006, 

Thu Nov 16 12:20:03 2006, 

Thu Nov 16 13:40:26 2006, 

Thu Nov 16 13:55:09 2006, 



7353S494,+14047259016,ILL make beanberrito bite your head off and spit it up your ai 
73533494, +14047259016, Yours smeLL Like my toes after work Lo L 
04006725 ,+14047259016 ,Wow .^^ 
04006725, +14047259016, Think I'm pregnant 



hole 



Cooks, 

In to feet (kinky!) 
Mouth like a truck driver, 
A little "action"? 
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Where ' s Chr i s 



Tue Sep 9 19:34:16 2093, ■85221231 ,+15149931123, Hi princess how r u i was just wonder if everything is ok 
Wed Sep 10 13:00:32 2003, H85221231, +15149931123, So who de big pLanns for the birthday u nah invite me Lo L ? 
Thu Sep 11 13:15:05 2003, M85221231, +15149931123, When u comin u have to tel L me so i wi L L save up. how old r u now 
princess? happy birthday hope u havein fun. 
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Where ' s Chr i s 



Tue Sep 9 19:34:16 2093, ■85221231 ,+15149931123, Hi princess how r u i was just wonder if everything is ok 
Wed Sep 10 13:00:32 2003, H85221231, +15149931123, So who de big pLanns for the birthday u nah invite me LoL ? 
Thu Sep 11 13:15:05 2003, M85221231, +15149931123, When u comin u have to tel L me so i wi L L save up. how old r u now 
princess? happy birthday hope u havein fun. 



Gives me the heebies... 
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So I've got all of these interesting 
numbers... 



Fri Jul 


2 06:30:52 2004,+ 


■57409572, +12063130012, R u drunk? 




Fri Gul 


2 00:33:03 2004,+ 


H57409572, +16466220020, Okay have fun. Talk to u Later. 




Fri Gul 


2 14:54:24 2004,+ 


H53505599, +16466220020, Blunts and boobs. 




Fri Gul 


2 14:53:14 2004,+ 


■58505599, +16466228820, You gonna smoke with me after work 




Fri Gul 


2 19:32:42 2004,+ 


H57489572, +12863138812, How r u? 




Fri Gul 


2 19:35:59 2004,+ 


H57489572, +12863138812, Good. Im drivin from orlando back to cocoa. 


We r Listening to the doors. 



Thu Nov 


16 


12:12:23 


2886, 


Thu Nov 


16 


12:28:83 


2886, 


Thu Nov 


16 


13:48:26 


2886, 


Thu Nov 


16 


13:55:89 


2886, 



73533494,+14847259816,ILL make beanberrito bite your head off and spit it up your aj 

73533494, +14847259816, Yours smell like my toes after work Lol 

84886725 ,+14847259816 ,Wow . 

84886725, +14847259816, Think I'm pregnant 



hole 
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So I've got all of these interesting 
numbers... 



Fri Jul 


2 06:30:52 2004,+ 


■57409572, +12063130012, R u drunk? 




Fri Gul 


2 00:33:03 2004,+ 


H57409572, +16466220020, Okay have fun. Talk to u Later. 




Fri Gul 


2 14:54:24 2004,+ 


H53505599, +16466220020, Blunts and boobs. 




Fri Gul 


2 14:53:14 2004,+ 


■58505599, +16466228820, You gonna smoke with me after work 




Fri Gul 


2 19:32:42 2004,+ 


H57489572, +12863138812, How r u? 




Fri Gul 


2 19:35:59 2004,+ 


H57489572, +12863138812, Good. Im drivin from orlando back to cocoa. 


We r Listening to the doors. 



Thu Nov 


16 


12:12:23 


2886, 


Thu Nov 


16 


12:28:83 


2886, 


Thu Nov 


16 


13:48:26 


2886, 


Thu Nov 


16 


13:55:89 


2886, 



73533494,+14847259816,ILL make beanberrito bite your head off and spit it up your aj 

73533494, +14847259816, Yours smell like my toes after work Lol 

84886725 ,+14847259816 ,Wow . 

84886725, +14847259816, Think I'm pregnant 
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So I've got all of these interesting 
numbers... 



Fri Jul 


2 06:30:52 2004,+ 


■57409572, +12063130012, R u drunk? 




Fri Gul 


2 00:33:03 2004,+ 


M57489572, +16466228828, Okay have fun. Talk to u Later. 




Fri Gul 


2 14:54:24 2004,+ 


H53505599, +16466220020, Blunts and boobs. 




Fri Gul 


2 14:53:14 2004,+ 


■58505599, +16466228820, You gonna smoke with me after work 




Fri Gul 


2 19:32:42 2004,+ 


H57489572, +12863138812, How r u? 




Fri Gul 


2 19:35:59 2004,+ 


H57489572, +12863138812, Good. Im drivin from orlando back to cocoa. 


We r Listening to the doors. 



Thu Nov 16 12:12:23 2886, 

Thu Nov 16 12:28:83 2886, 

Thu Nov 16 13:48:26 2886, 

Thu Nov 16 13:55:89 2886, 



73533494,+14847259816,ILL make beanberrito bite your head off and spit it up your aj 

73533494, +14847259816, Yours smell like my toes after work Lol 

84886725 ,+14847259816 ,Wow . 

84886725, +14847259816, Think I'm pregnant 
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FAIL 



Compare to address book 

- Maybe not up to date 

- Real store on phone? 
Maltego I 
Google search. ...but I 



Chrohicle.com - Today's News 



BBS 



1+1 Textbook Sales Drop, and University Presses Search for 
Reasons Why 

5) Students Flock to Web Sites Offering Pirated Textbooks 




tnnEcEo 
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Googled for one of the Service Centers 

- Actually an SMS gateway 

- found file SMSDEBUG-16800.unk... 
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22:43:39:453 [2] ModemReceiveMessages: Decoding received message index 1 

from message storage 3M 

22:43:39:453 [2] ModemReceiveMessages: 

079^^02795U3F6440A3^m^ 

3D0192B4343C3293524E4B3056304A6D713551414142674C41414141446741426C323041414 
14141008D903913302B31343037363138343737342F545950453D504C4D4E0096696E626F75 
6E64206D6D7300SAS0SE024E95S305S1 



22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:463 



ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 



3M3C address Len = 7 

3M3C Address = +14047259016 

SMS Message Type = SMS-DELIVER 

User Data Header is present 

Sender address Len = 10 

Sender Address = 1111301000 

PID = 3B 

DCS = F5 

Anticipated user data Length = 140 

Binary message = 



0B05040B8^ 

4141446741426C32304141414141003D903913302B31343037363133343737342F545950453 

D504C4D4E0096696E626F756E64206D6D73003A303E024E95830531 

22:43:39:463 [2] ModemReceiveMessages: AT+CMGD=1 
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22:43:39:453 [2] ModemReceiveMessages: Decoding received message index 1 
from message storage SM_^^^^^^^_ 




22:43:39:453 
07914140279510F6440A3111110301003BF5603030223453693C0B05040B3423F0000319020 



3D0192B4343C3293524E4B3056304A6D713551414142674C41414141446741426C323041414 
14141008D903913302B31343037363138343737342F545950453D504C4D4E0096696E626F75 
6E64206D6D73003A303E024E95330531 



22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:463 



ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 
ModemReceiveMessages : 



3M3C address Len = 7 

3M3C Address = +14047259016 

SMS Message Type = SMS-DELIVER 

User Data Header is present 

Sender address Len = 10 

Sender Address = 1111301000 

PID = 3B 

DCS = F5 

Anticipated user data Length = 140 

Binary message = 



0B05040B3423F000031902010106276170706C69636174696F6E2F766E642E7761702E6D6D7 



4141446741426C3230414141414100SD90S91SS02B3134303736313S343737342F5' 
D504C4D4E0096696E626F756E64206D6D73003A303E024E95830531 
22:43:39:463 [2] ModemReceiveMessages: AT+CMGD=1 
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22:43:39:453 [2] ModemReceiveMessages: Decoding received message index 1 
from message storage 3M ^^^^_ 




22:43:39:453 [2] ModemReceiveMessages: 
07914140279510F6440A3111110301003BF5603030223453693C0B05040B3423F0000319020 



3D0192B4343C3293524E4B3056304A6D713551414142674C41414141446741426C323041414 

14141008D903913302B31343037363138343737342F545950453D504C4D4E0096696E626F75 

6E64206D6D73003A303E024E95330531 

22:43:39:453 



22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:453 
22:43:39:463 



2] ModemReceiveMessages: 3M3C address I en = 7 



Best I can tell that's 
someone else's SMS 



'259016 

IS-DELIVER 

iresent 

10 
.301000 



messages 



2] 
2] 



ModemReceiveMessages: Anticipated user data Length = 140 
ModemReceiveMessages: Binary message = 



0B05040B3423F000031902010106276170706C69636174696F6E2F766E642E7761702E6 r «6D7 



4141446741426C3230414141414100SD90S91SS02B3134303736313S343737342F5' 
D504C4D4E0096696E626F756E64206D6D73003A303E024E95830531 
22:43:39:463 [2] ModemReceiveMessages: AT+CMGD=1 
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Paid phone 



Tried www.phonenumberscan.com 



- Said name and address were "available" 

- I figured $20 was worth a go 
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much 



Blunts and boobs 



Search results for: 



1505599 





Baste Phone Number Details 




Name; 


Pending 


Address: 


Pending 


Line Type: 


Wireless 


Service Provider: 


Alltel Communications Inc - OK 


Country: 


US 





Service Area Details 


County: 


Oklahoma 


State: 


OK 


Country: 


US 


Time Zone: 


Central UTC - 6 hours 


Latitude: 


35.470514371921 


Longitude: 


-97.515600297:382 


Population: 


1,046,283 


Primary Area: 


Oklahoma City 


Area Type: 


Metropolitan 





Phone Carrier Details 




Company Name: 


Alltel Communications Inc - OK 


Category: 


Wireless 


Doing Business As: 


ALLTEL 


Holding Company: 


ALLTEL Corporation 


Address: 


1 ALLIED DP, 


City: 


LITTLE ROCK 


State: 


AR 


Zip: 


72203-2177 



'm pregnant... 





Search results for: ^B C06 7 25 






Basic Phone Number Details 






Name: 


^■4 Pending 




Address: 


Pending 




Line Type: 








Wireless 




Service Provider: 


YOUGHIOGHENY COM - TX 




Country: 


US 










Service Area Details 






County: 


Bexar 




State: 


TX 




Country: 


r; 




Time Zone: 


Central UTC - 6 hours 




Latitude: 


29.426970223268 




Longitude: 


-98.484284830945 




Population: 


1,564,949 




Primary Area: 


San Antonio 




Area Type: 


Metropolitan 










Phone Carrier Details 








Company Name: 


YOUGHIOGHENY COM - TX 




Category: 


Personal Communications Service 




Doing Business As: 


Unknown 




Holding Company: 


Unknown 




Address: 


Unknown 




City: 


Unknown 




State: 


Unknown 




Zip: 


Unknown 
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More phone lookup 



Now thanks to Nick and Don, we can start 
doing this on our own 

- Unfortunately I missed their talks 

- what are the legality issues with Caller ID 
spoofing? 

- Go international, as VOIP knows no bounds 
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hoping 



...to have some better phone lookup results 

- Know where I can (legally) get them? 
...for names and addresses 

- Imagine the fun with flickr, google maps, 
parents, local law enforcement.. 

...to have better luck reading Boost Mobile and 
Sprint/Nextel simcards. 

...spend more time with location, IMSI, serials 
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More on Nextel/iDEN 



PySimReader just doesn't have the bits to deal with Nextel/iDEN cards. 

After an appeal for a reader, someone actually sent me an old, working 
Nextel phone! 

- Insert card 

- Browse 

- WIN! 

Logging things is a bit more difficult, but can be paired with iDEN 
phonebook manager 

- it is REALLY clunky. 

However the Dekart software gives you great readout 

- but, again, $$$ 
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giving 



More simcards on the way 

- Ordered several more lots 

- Even had them mailed 
from around the world 



Looking for better phone 
reversing, or phonebook 
matches, and now I think 
have it... 
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Use a third party reader/writer 

- Haven't found a reliable, cheap one to 
"format" 

Use phone to erase 

- Documents findable, but can be difficult 

- How can you be sure? 
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Use BitPim 

- Can be used via bluetooth 

- Needs supported phone 

- Not many on list 

Or, tried and true methods... 
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EXERMINATE ! 
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EXTERMINATE ! 
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But the ad? 
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FIRE! FIRE! 
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FIRE! FIRE! 



■ 



-->*2* 



1 



Ml 











^B 



--/*.-i 







«§^ 



\ 



PaulDotCcm Security Weekly 



htt 



auldotcom . com 



Quahogcon 2010 



FIRE! FIRE! 
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word. . 



Keep your old simcards 

Don't store SMS and Phonebook on simcard 

Dispose appropriately 
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